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Legal Issues in Data Exchange  
By Alvaro Moreton, Legal specialist and Project Manager & Ariadna Jaramillo, Legal Consultant, Rooter 

Some questions for you 
• Do you consider the use of contracts an adequate alternative to IP law to protect data sets and raw data?  
• Have you considered the possibility that a you might not be the sole owner of your Machine Generated Data 

(MGD)? 
• Have you implemented technical measures to protect your sensitive/ confidential information from 

misappropriation or leakage? 

Non-Personal Data Exchange in Smart Manufacturing Environments  
The Internet of Things (IoT) is one of the most important and useful technologies presents in Industry 4.0 and smart 
manufacturing. Through the utilisation of IoT, factories can generate near real-time data insights regarding the 
condition of physical components throughout the supply chain [1]. In addition, personal data may in some cases also 
be exchanged but this is not covered in this blog. To achieve successful outcomes, smart manufacturers need to 
consider the full array of supply chain partners and customers from the start [2] since they are the stakeholders that 
can be using and generating data in a process. Data exchange amongst all these partners involved in the supply chain 
may generate conflicts amongst them related to the ownership of the data, the IP rights on the data or databases 
shared, or the disclosures of sensitive or confidential information (eg industrial processes related information that 
offer a competitive advantage). 

Data Ownership and IP protection of Data  
There are many technologies involved in industry 4.0, from autonomous robots, augmented reality, simulation, and 
additive manufacturing, to Big Data analytics, distributed computing, artificial intelligence, and machine learning. The 
last four pose particularly serious concerns regarding IP protection of data and data ownership, especially where 
digital manufacturing platforms are involved. 

For example, to collect data, IoT ecosystems rely on the use of sensors, which perform three major tasks: 
Sensing/Acquiring data, communication of data following the appropriate protocols to relay relevant data to internet 
cloud services for further aggregation, and finally the analysis of trends. Data collected by the IoT sensors and systems 
can, however, pass through different stakeholders making it difficult to determine who owns it, as is the case of 
machine-generated data [3]. Generally, Machine-Generated Data (MGD) is owned by the organisation that holds title 
to the apparatus connected to the IoT that records the data. Unfortunately, this perfect scheme is the less common of 
all, as data is often owned by one party and controlled by another, making it necessary to distinguish possession from 
ownership [4]. 

As a first instance, data can be protected under trade secrets and copyright law, although as both fall short in scope, 
organisations have resorted on contractual agreements as part of their strategies to protect their intangible assets 
including even relying on property law 

Regarding copyright, the probability that collected data may lack the creative elements required to be protected 
under copyright law, also exacerbates the issues around data ownership. Protection is already considered weak when 
compared with other rights such as the ones under a contractual agreement. Fortunately, copyright protection is not 
the only possibility for protecting datasets [5]. Directive 96/9/EC of the European Parliament and of the Council 
(March 11, 1996). protects databases by copyright as long as they are original, while non-original databases can also 
be protected if the investment in obtaining, verifying, and presenting the data is considered substantial. The last is 
what is known as “sui generis” right.  

Notwithstanding the above, although copyright provides protection to data sets that meet the threshold for originality 
or based on the investment made by its owner through the sui generis right, it falls short in scope compared to the 
protection of the database in its most simple form [6]. 

The scenario for sensors and machine-generated data in relation to the sui generis protection is contentious. For a 
database to obtain protection under sui generis right, substantial investment in the obtaining, verifying, and 
presenting the data must be demonstrated. However, in most Big Data situations this condition of substantial 
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investment may not be fulfilled as investments into the “creation” of data are irrelevant for substantiality concerns, in 
accordance with the Directive 

Thus, contractual law appears as an alternative to guarantee basic levels of legal protection of datasets and raw data, 
which are recognised as a valuable asset and are subject of important and numerous transactions worldwide. 
Moreover, as the property attribute of data and the rules of data ownership remain imprecise, contracts stand as a 
suitable solution to address the complex data value chain present in smart manufacturing ranging from data input, 
collection, maintenance, classification, verification, processing, exchange, reprocessing, analysis, and mining [7]. 

Trade Secrets  

There is constant exchange of confidential / sensitive information and data in smart manufacturing ecosystems (eg 
information related to a factories performance, information related to plant processes, etc). The utilisation of 
platforms such as ZDMP can aggravate this phenomenon, as it facilitates the collaboration and interaction between 
companies and various stakeholders that constitute the supply chain. 

In the new environment that surrounds smart manufacturing, trade secrets stand as an alternative for manufacturers 
to protect various proprietary aspects of the manufacturing process. Contrary to other types of IP, trade secrets can 
protect a wider range of subject matters, including raw data, which is unlikely to receive protection as a database 
under copyright law or via a sui generis right as they both seek to protect expression and form rather than the 
substance or content of information and that might represent a source of competitive advantage after undergoing a 
process of data analytics.  

To ensure the protection of trade secrets and confidential information, contractual measures are highly 
recommended to avoid data/information leakage and misappropriation of information. Furthermore, contractual 
measures should be complemented with technical measures that assure a minimal amount of people have access to 
confidential information to execute their functions and then only if necessary. 

What will ZDMP achieve 
The use of contracts offers ZDMP multiple benefits, from establishing the conditions under which data generated 
along the project (eg via sensors) and analysed through analytic tools can be used by future clients in determining the 
responsibilities of co-owners of such data through joint ownership agreements (eg under what conditions partners 
can use or exploit the data). Contracts could also serve to determine minimum technical requirements partners should 
comply with to protect the data sets or information they generate or enrich (eg utilisation of specific communication 
and encryption protocols), as well as to properly address the confidentiality of said data (eg determining the limits on 
confidentiality obligations). In general contracts could serve as a mechanism to address common situations that may 
generate disputes between partners and avoid litigations, expensive compensations, or worst, affecting the 
development of components necessary to complete the project successfully. 
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