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Abstract 

This deliverable contains the initial technical set up of technologies 
to be used during development work in work packages from 5 to 
10. In addition, the subcall partners will also be able to use some 
aspects of this infrastructure if necessary. Additionally, 
methodologies are described, which are used during the software 
development process. 
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Executive Summary 

This deliverable, “D1.5.1 Methodology Document” provides information regarding the initial 
supporting technologies and methodological approach to be used for ZDMP development 
work – both the generic RTD WPs 4-8 but also the pilots of WP9-10. In addition, the 
subcall partners will also be able to use some aspects of this infrastructure if necessary. 

First, it starts with the study of the different methodological approaches in software 
development (Waterfall and Agile), providing a comprehensive analysis of them. A hybrid 
approach is selected for ZDMP, considering the particularities of the project. 

Secondly, assignment of source code management and integration tools are carried out. 
Technologies have been chosen based on what it is existing to assist developers with 
versioning and integration issues, simplifying the deployment, and providing 
documentation tools. State of the art tools in the area (GitLab and Swagger) are selected 
for ZDMP. 

Also, the procedure for the deployment with Docker is described, which introduces the 
most recent stage in containerised and virtualisation technology which is a significant 
approach for ZDMP in terms of its connectivity of components. 

And finally, Unit, Integration and System Tests are proposed to have development 
standards in Quality Assurance. These methods are accompanied by a software quality 
evaluation toolset which is described in the document (Sonar). 

http://www.zdmp.eu/
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0 Introduction 

0.1 ZDMP Project Overview 

ZDMP – Zero Defects Manufacturing Platform – is a project funded by the H2020 Framework 
Programme of the European Commission under Grant Agreement 825631 and conducted 
from January 2019 until December 2022. It engages 30 partners (Users, Technology 
Providers, Consultants and Research Institutes) from 11 countries with a total budget of 
circa 16.2M€. Further information can be found at www.zdmp.eu. 

In the last five years, many industrial 
production entities in Europe have started 
strategic work towards a digital transformation 
into the fourth-industrial revolution termed 
Industry 4.0. Based on this new paradigm, 
companies must embrace a new 
technological infrastructure, which should be 
easy to implement for their business and easy 
to implement with other businesses across all 
their machines and systems. The concept of 
zero-defects in the management of quality is 
one of the main benefits deriving from the 
implementation of Industry 4.0, both in the 
digitalisation of production processes and 
digitalisation of the product quality. 

To remain competitive and keep its leading 
manufacturing position, European industry is 
required to produce high quality products at a low cost, in the most efficient way. Today, the 
manufacturing industry is undergoing a substantial transformation due to the proliferation of 
new digital and ICT solutions, which are applied along the production process chain and are 
helping to make production more efficient, as in the case of smart factories. The goal of the 
ZDMP Project is to develop and establish a digital platform for connected smart factories, 
allowing to achieve excellence in manufacturing through zero-defect processes and zero-
defect products.  

ZDMP aims at providing such an extendable platform for supporting factories with a high 
interoperability level, to cope with the concept of connected factories to reach the goal of 
zero-defect production. In this context, ZDMP will allow end-users to connect their systems 
(ie shop-floor and ERP Systems) to benefit from the features of the platform. These benefits 
include product and production quality assurance, among others. For this, the platform 
provides the tools to allow following each step of production, using data acquisition to 
automatically determine the functioning of each step regarding the quality of the process 
and product. With this, it is possible to follow the production orders and its status and 
optimise the overall processes regarding time constraints and product quality, achieving the 
zero defects. 

http://www.zdmp.eu/
http://www.zdmp.eu/
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0.2 Deliverable Purpose and Scope 

The purpose of this ZDMP deliverable “D1.5.1 Methodology Document”, is to provide the 
project partners with necessary information for a productive and efficient usage of the 
development infrastructure to be provided. This includes the selection, the current status 
and additional information regarding the different systems: Source code management, 
continuous integration, and issue tracking. 

This deliverable also provides information about the software development process (see 
Section 1), the integration process (see Section 2), the Docker approach (section 3) and 
the testing process (see Section 4). 

0.3 Target Audience 

The “D1.5.1 Methodology Document” is a Public document. Although primarily aimed at 
project participants, it is of interest for a wider audience, including the EU, and EU 
Reviewers to gain insight on the infrastructure to be set up in ZDMP for development work. 

Specifically, the DOA states the following regarding this deliverable: 

O1 To guarantee the success of the project objectives, related to management and innovation, are met 
by ensuring the successful completion of the project on-resource, on-quality, and on time 
O1.5 To establish the technical RTD set-up including methodology, infrastructure, and software quality 

toolset 
T1.5 Technical Management: DevOps 

Setup and Software Quality Control 
ITI/ASC M7-48 

D1.5.1 Methodology Document R PU 9 RDI2 
D1.5.2 Infrastructure Establishment Other N/A 15, Reporting via D1.4 

Series 
RDI3 

D1.5.3 (Activity) Quality Monitoring and Control N/A - Activity N/A via D1.4 Series N/A 

This task will provide the technical infrastructure across all WPs including both methodology and the 
development server, dynamic build system, quality tools, and bug/issue reporting. QA involves the entire ZDMP 
development process, making sure that any agreed-upon standards and procedures are followed, and ensuring 
that problems are found and dealt with. It is oriented to prevention. A software quality evaluation toolset (eg 
Sonar and Moose) will be deployed working in compliance to the operating version control system to extract 
software metrics and detect duplicated code, coding standards, unit tests, code coverage, complex code, and 
potential bugs. Following these software development principles and technological choices, the RTD performers 
will deliver robust and technically validated software to be used for application development in other work 
packages. Software testing and evaluation will be based on a method such as STEP (Systematic Test and 
Evaluation Process), a well-established industry methodology for test and evaluation activities in software 
projects. The deliverable of this task in terms of ‘what was done’ will be reported in the D1.4 Series. 

0.4 Deliverable Context 

This document provides a starting point for the setting up of the ZDMP infrastructure to 
carry out all development activities. Its relationship to other documents is as follows: 

Primary Preceding documents: 

• None 

Primary Dependant documents: 

• The “D1.4 Technical Management: Overview Report” series as they contain all the 
reporting information related to development work using the infrastructure described 
in this document 

Other: 

http://www.zdmp.eu/
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• The “D4.5 Technical specification” is in reality a set of on-line documented APIs for 
each component of WP5-8. The specification and set-up of these is identified in an 
associated document deliverable but overall D4.5 works hand-in-hand with D1.5. 

0.5 Document Structure 

This deliverable is broken down into the following sections: 
 

• Section 1: Software Development Methodology: Provides information about the 
hybrid-agile methodology proposed in ZDMP 

• Section 2: Source Code Management and Integration: Provides information 
about the source code management and continuous integration tools to 
support the implementation process 

• Section 3: System Deployment with Docker: Introduces the installation and 
usage of Docker 

• Section 4: Software Quality Assurance: Defines methodologies to create high-
quality software 

• Section 6: Conclusions: Summary of the main conclusions of the document 

 

• Annexes: 
 

• Annex A: Document History 

• Annex B: References 

0.6 Document Status 

This document is listed in the DOA as “public” since it provides general information about 
the development infrastructure and methodologies used in ZDMP, and can therefore be 
used by external parties to gain insights of the approach taken to produce the platform, 
services, applications, and other software elements in the project. It can also be of use to 
subcall partners. 

0.7 Document Dependencies 

This document has no preceding documents or further iterations. 

0.8 Glossary and Abbreviations 

A definition of common terms related to ZDMP, as well as a list of abbreviations, is 
available at http://www.zdmp.eu/glossary. 

0.9 External Annexes and Supporting Documents 

• None 

0.10 Reading Notes 

• None 

http://www.zdmp.eu/
http://www.zdmp.eu/glossary
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1 Software Development Methodology 

ZDMP is a large project involving many different organisations where software 
components play a crucial role, and the approach taken to manage all these elements is 
not trivial. Several challenges are tackled in ZDMP in this respect: 

• Manage, integrate, combine, and/or customise a large set of heterogeneous 
software-based services, tools, and applications 

• Teamwork with multinational, multilingual, and multicultural teams 

• Handle different levels of expertise and skills in the development teams 

All of it shows that a common software development approach is needed in ZDMP. 

In this section, the most commonly used software methodologies are described, and the 
approach taken by ZDMP is discussed. This approach is based on that used successfully 
on the vf-OS project which in turn is one of the main basis for ZDMP. 

1.1 Waterfall, Prototyping and SCRUM 

The pillars for ZDMP software development methodology will be based upon these 
options: 

• Waterfall is a common design process in the software development context in which 
the common phases and the containing tasks are executed in a sequential manner. 
This process is fixed so it has to be well planned to prevent problems in later phases 

• Prototyping is a process where prototypes of software are created at an early stage 
in the project. These prototypes usually only contain a part of the features planned. 
The prototypes contain more features after each iteration so at the end of the project 
a software version with all planned features is available. 

• Agile Software Development is an umbrella term for a set of frameworks and 
practices based on the Manifesto for Agile Software Development1 

• SCRUM 2 is a dynamic design process where features or tasks are processed in an 
agile (flexible) way. To use the SCRUM process, roles have to be assigned: 

• Product Owner: This represents the customer and provides features in the 
form of User Stories, which are prioritised and added to a list called Product 
Backlog. From this Product Backlog, User Stories are used as tasks for the next 
implementation period, called Sprints. Since there are four domains represented 
in the project (Automotive, Machine Tools, Electronics, Construction) they will 
be represented by lead user partners: FORD, FIDIA, Continental, and Consugal 

• SCRUM Master: Is a person who helps the development team by fulfilling their 
tasks using SCRUM the right way and tries to prevent distracting influences 

• Development Team: Implements the specified Pilots from the User Scenarios. 
These pilots are split into smaller tasks that can be finished in a specified 
interval - normally in one day. The User Stories should be finished within the 
Sprint interval. Each of the domain pilots have an associated lead for the team, 
they are: ITI for Automotive, IKER for Machine Tools, UPV for Electronics, and 
UNIN for construction. Also, Siveco will play a lead integration roll cutting across 
all domains. 

 
1 https://www.agilealliance.org/agile101/the-agile-manifesto/ 
2 https://scrumguides.org/  

http://www.zdmp.eu/
https://www.agilealliance.org/agile101/the-agile-manifesto/
https://scrumguides.org/
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Figure 1 shows the classical steps taken in the Waterfall model, where activities are 
sequentially organised one after another. This model is simple and easy to understand, 
use, and manage. It also works well with small and short projects where requirements are 
clearly defined. Anyhow, it has clear disadvantages, eg once the testing stage is running, it 
is difficult to go back and change something that was not well-thought-out in the initial 
stages, and there is no working software produced until the later stages. 

 

Figure 1: Waterfall Methodology 

Contrary to Waterfall, an agile methodology offers more flexibility (see Figure 2). All 
stakeholders constantly interact with each other, late changes in requirements are 
welcomed, and working software is delivered frequently (based on Sprints). But, even if it 
solves part of the waterfall model drawbacks, it has its own disadvantages. It is difficult to 
assess the effort required at the beginning of the software development life cycles, as this 
is unclear, furthermore, it lacks emphasis on necessary designing and documentation, and 
it can easily get taken off track if the customer representative (product owner) is not clear 
of what final outcome they want. In addition, in the context of ZDMP and similar large-
scale technically driven and distributed projects, there is a danger that without specified 
steps there is a chaotic situation which can be difficult to control. 

 

Figure 2: Agile Methodology 

Finally, SCRUM is a methodology for agile project management which expects all 
participants to work in teams and in iterations. It is supposed to help with unrealistic 

http://www.zdmp.eu/
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expectations in waterfall methodologies that systems can be planned in detail first and 
then will not have to be changed, but it also leaves room for other errors that have to be 
tightly watched. 

1.2 A Hybrid Approach for ZDMP 

ZDMP is a large project where there is a need to coordinate multiple, geographically 
dispersed, development teams from different companies and integrate a large number of 
software components. Furthermore, the project must ensure new partners coming through 
the open calls are correctly engaged and can seamlessly be integrated in the project. 
Waterfall offers a very well-structured methodology; however, it may not fit completely to 
ZDMP since: 

• It is a long research project, four years, where needs coming from industry may 
require software changes at any time 

• It is needed to work closely with industry to not lose focus on development work 

• Early prototypes and several development iterations will be needed to get the 
expected outcomes 

At the same time, whilst there are clear advantages with an agile approach, it may not 
work well at the end since ZDMP requires solid foundations at early stages (requirements 
and analysis). Using a pure agile approach may end up in solutions too much focused on 
ZDMP industry users, and not generic solutions valid for any manufacture industry wanting 
to achieve the zero-defect goal and the technical partners long term goals. 

 

Thus, a hybrid methodology is proposed to be used in ZDMP, a mixture of Waterfall, 
and more agile approaches (Prototyping and SCRUM). 

 

In fact, Waterfall has been used at the beginning of the project, in the first 6-9 months, 
where use cases have been identified, requirements collected, and the design of the 
software in the form of mock-ups has been made (Requirements and Analysis stages). 

After M9, Prototyping and SCRUM will be used in the implementation phase. 

As a first step, development teams will be formed around the different ZDMP components 
identified in the architecture, and the applications for the use cases (zApps), see Figure 3. 

Task Component 

Developer Tier: Design-time 

T5.3 Data Harmonisation Designer 

T5.4 Orchestration Designer 

T5.6 AI-Analytics Designer 

T6.1 Applications Builder 

T6.2 Security Designer 

T7.1/T7.2 Process Optimisation Designer 

Enterprise Tier: Use-time 

T5.2 Secure Installation 

T5.2 Secure Communication 

http://www.zdmp.eu/
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Figure 3: ZDMP Components and zApps 

This approach will allow the formation of small teams focused on concrete results. For 
each one of them, there will be a lead developer (components) or product owner (zApps), 
to follow SCRUM project management. 

Each one of these teams will have to define a roadmap based on releases (working 
prototypes). Each release will be the result of going successfully through one or more 
Sprints (with clear milestones). In the meantime, the validation of user partners, re-design, 
software adjustments/extensions, and prototypes provision will be performed during each 
release, as shown in Figure 4. 

T5.2 Secure Authentication/Authorisation 

T5.5 Autonomous Computing 

T6.2 Marketplace 

T6.2 Storage 

T6.3 Human Collaboration 

T6.4/T6.5 Services and Message Bus 

T6.4/T6.5 Application Runtime 

T6.5 Inter-platform Interoperability 

Platform Tier: Run-time 

T5.3 Data Harmonisation Run-time 

T5.4 Monitoring and Alerting 

T5.4 Orchestration Run-time 

T5.6 AI-Analytics Run-time 

T7.1/T7.2 Process Optimisation Run-time 

T7.4 Process Assurance Run-time 

T8.2/T8.4 Product Assurance Run-time 

Edge Tier: Run-time 

T5.1 Data Acquisition 

T5.5 Distributed Computing 

T7.3/T8.1 Digital Twin 

T8.3 Non-Destructive Inspection 

Work Package zApps 

WP9 zAnomalyDetector, zDigitalTwin, zAlarm, zMachineMonitor, zMachineAnalytics, 
zParameterMonitor, zParameterAnalytics, z3DScannerDriver and z3DGenerator. 

WP10 zXRAYMonitor, zXRAYAnalytics, zFeedbackMFT, zArtificial IntelligenceMFT, 
zFeedbackAFT, zArtificial IntelligenceAFT, zDriver, zLineData, zVisualManager, 
zProductVersionControl, zAutomaticCall, zPowerManager, zCycleTimeManager, 
zAutomaticMaterialOrdering, zDataArchiveControl, zSteelSheetWidthMonitor, 
zHorizontalWeldDetection, zVerticalWeldMonitor, zShapeTubeMonitor, 
zWiresMonitoring, zThicknessMonitor, zDetectDefects, 
zWornOutBladeDectection, zTilesCorformity, zRemoteQC, zRescheduler, 
zMaterialTracker and zMaterialID 

http://www.zdmp.eu/
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Figure 4: Agile Prototyping to be used in Development Work Packages 

Physical and virtual integrations meetings will be needed to build the ZDMP platform. As 
soon as the first components are running these will be organised. The main objective will 
be to carry out all the effort to run all single pieces together, so they work smoothly as a 
single entity. Integration meetings will be organised every 6-12 weeks depending on the 
stage and all relevant development teams will be invited. 

 

It is worth noting that new parties coming in the project through the open calls (to be 
launched in 2020) will have to follow the same methodology as it is presented in this 

document, and all the tools described in the following sections are expected to be made 
available to them without any restriction. 

http://www.zdmp.eu/
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2 Source Code Management and Integration 

Assistive technologies are used to simplify the process of software development, 
integration, deployment etc as follows: 

• Source Code Management: To host and manage code files in the project 

• Continuous Integration: To have a runnable and automatically deployed version of 
prototypes during the development 

• Issue Tracking: To have an overview of open issues that are addressed to specific 
tasks 

• ZDMP API Reference: To provide actual documentation about public interfaces in 
ZDMP 

2.1 Source Code Management 

Source Code Management (SCM) is the way to store, share, and work with the source 
code generated in the implementation phase of the project. Storing the source code in a 
secure way is important as is how the source code can be accessed and how changes are 
tracked. 

In ZDMP, GitLab3 will be used as an SCM tool, which is currently state-of-the-art in this 
area, proven, and widely adopted. It allows easy versioning and managing of files via 
branches and commands such as commit, push, and merge. There are other alternatives 
which were popular in the past like Apache Subversion4 or CVS5. Some of them can be 
used for free, like Mercurial6, however the advantages of using GitLab are several: Saves 
developer time, easy to undo changes, total control of commits, easy to review code, work 
offline etc.7. 

GitLab helps to visualise the different projects/components and will support the 
development process of the ZDMP components. In addition, GitLab can easily be 
integrated into all IDE (Integrated Development Environment) used by the partners or to be 
used in the command line by all partners not using IDEs, providing all the necessary 
features expected by the ZDMP technical partners. 

 

In ZDMP, a GitLab project will be created for each one of the components and zApps 
identified in Figure 3. The component/zApp lead developer will be responsible to keep 
their GitLab project up to date with all the information (repository files, issues etc.), and 

to follow the guidelines established in this document. 

Each project will have a set of features available, such as its own shared repository, 
issues etc. Figure 5 shows the entry point to a repository in GitLab. Files can also be 

directly edited simplifying small changes. 

 

 
3 https://about.gitlab.com/  
4 https://subversion.apache.org/  
5 https://www.gnu.org/software/trans-coord/manual/cvs/cvs.html  
6 https://www.mercurial-scm.org/  
7 https://www.git-tower.com/blog/posts/8-reasons-for-switching-to-git  
https://codeburst.io/number-one-piece-of-advice-for-new-developers-ddd08abc8bfa  
https://medium.com/swlh/git-as-the-newbies-learning-steroid-963a2146220b  

http://www.zdmp.eu/
https://about.gitlab.com/
https://subversion.apache.org/
https://www.gnu.org/software/trans-coord/manual/cvs/cvs.html
https://www.mercurial-scm.org/
https://www.git-tower.com/blog/posts/8-reasons-for-switching-to-git
https://codeburst.io/number-one-piece-of-advice-for-new-developers-ddd08abc8bfa
https://medium.com/swlh/git-as-the-newbies-learning-steroid-963a2146220b
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Figure 5: GitLab Repository 

2.2 Continuous Integration 

Continuous Integration (CI) is the process of systematically compiling and deploying 
software components after changes have been made to the source code. The goal of this 
process is enhancing the software quality by running unit tests for each build and therefore 
providing feedback quickly to the developer if compilation errors or functional errors arise. 
Changes in the Source Code Management can trigger builds of the corresponding 
component and by using integrated software tests, functional errors at build time can be 
revealed. 

 

Figure 6: Continuous Integration Software: GitLab CI/CD 

 

http://www.zdmp.eu/
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There are several options for continuous integration. First, is to manually trigger builds, 
which is obviously not an optimal solution, since developers do not take advantage of any 
kind of automation. The second one is to use Jenkins8; Jenkins is a well-known tool in the 
area and extremely popular, but this will require a plugin to work seamlessly with GitLab. 
The third and last one is to use GitLab CI/CD9 (see Figure 6), the native application of 
GitLab for continuous integration. 

GitLab CI/CD provides a central overview of all components and makes their status 
viewable by all project partners. It creates deployable artefacts (eg web applications, 
services etc.) using the repositories provided by the Source Code Management System 
Git. Each entity represents a ZDMP component providing the required functionalities. 
These entities are deployed in an automatic way to provide the functionality of ZDMP. 

 

In ZDMP, GitLab CI/CD is selected, since it allows zero effort integration with GitLab and 
does not depend on any plugin (which may need update efforts to avoid security 

breaches). Each component or zApp leaders will need to configure the right pipelines in 
GitLab according to their needs. 

 

2.3 Issue Tracking 

Issue tracking is the process of recording, tracking and finally solving issues concerning an 
entity. Issues can also represent features, goals, discussions, and enhancements. The 
criticality, due dates, assigned programmers for an issue etc. are managed. In ZDMP, 
GitLab Issues10 is selected for issue tracking purposes. 

The fact that is already part of GitLab, and it is completely integrated with the rest of the 
tools proposed, make it the most appropriate solution for issue tracking. 

 

In ZDMP, a board of issues will be created for each one of the GitLab projects. A set of 
labels will be created to categorise issues. The issues will be used to create the 

roadmap of the component or zApp, so each issue will be a micro task to be carried out 
in the project. 

The zApp issue detail must contain a list of the requirements that are directly tackling. If 
new requirements emerge during the course of the project, new issues will be open to 

cover them. 

Component or zApp leaders will be responsible to keep up to date the issues list and 
assign responsibilities between the participants. 

 

A set of ZDMP labels is proposed (see Figure 7). The component leaders or zApp product 
owners may customise labels (modify, remove, or add) according to their particular needs. 

 

 
8 https://jenkins.io/  
9 https://docs.gitlab.com/ee/ci/  
10 https://docs.gitlab.com/ee/user/project/issues/  
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Figure 7: Issue Labels 

2.4 ZDMP APIs 

In ZDMP, Swagger11 is used to design and develop the different APIs of the project. 
GitLab Slate12 is used for its documentation. Slate is a responsive API documentation tool 
for developers to lookup API definitions, their requirements and usage information. 
Alternatives would be Doxygen13, Apiary14 or Redoc15, but many consortium members 
have experience with Swagger and Slate, therefore as little time as possible has to be 
invested into using these technologies. The implementation of this will be via the Technical 
Specification of T4.5. Further information on this on-line repository is available in an 
associated document. 

Swagger and Slate serve two different purposes. Swagger describes RESTful APIs16, in a 
JSON17 based API definition format which aims at a standardised format. The goal of 
Swagger is to provide a standard upon which others can build extensive tooling (for 
example; documentation, API explorers, mock servers, code generation, testing utilities 
etc.). Swagger documentation has multiple advantages. First, based on the swagger 
format, client-side code for accessing documented interfaces can be generated for any 
kind of programming language, simplifying changes in interfaces and development of 
clients. Second, it is not static information such as a Word document, but a living 
document that can be accessed on the web from anywhere at any time. This respects the 

 
11 https://swagger.io/  
12 https://github.com/lord/slate  
13 http://www.doxygen.nl/ 
14 https://apiary.io/products 
15 https://redocly.github.io/redoc/ 
16 https://youtu.be/Q-BpqyOT3a8  
17 https://www.json.org/  

Type Label Description 

Status 

 
The issue is part of the pending tasks, not started yet 

 
The issue is part of an ongoing task 

 
The issue is in revision or in testing or integration phase 

Priority 

 

The issue requires to be tacked as soon as possible, as it has great 
impact on the expected outcome 

 
The issue has a default priority 

 

Low priority issue, not critical. All the high and normal issues must be 
implemented before considering this one 

Category 

 
Issue related to bugs (error, flaw, fault, or failure found in software) 

 
Issue related to a new feature (enhancement of the component or zApp) 
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nature of APIs that oftentimes can change during a project while new needs and 
requirements become apparent. 

For documenting the interfaces, “markdown” formatted text files are used. The cross-
platform open-source editor Haroopad18 or a similar markdown enabled editor can be used 
(see Figure 8). 

 

Figure 8: Haroopad shows Markdown Text (left) and resulting HTML (right). 

Slate is a well-designed theme for writing well-usable API docs. Ideally, the Swagger API 
description should be created first (in markdown), and then the slate documentation should 
be generated from the Swagger API description, resulting in a website. An example is 
shown in Figure 9 which gives interface definition for vf-OS and a similar approach will be 
presented for ZDMP. 

 
18 http://pad.haroopress.com/  
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Figure 9: Slate Interface Documentation 
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3 System Deployment with Docker 

ZDMP components run on different hardware specifications and therefore require different 
setups to work. Most ZDMP components are expected to be available as Docker images 
so they provide their own environment and tools and only a running Docker environment is 
required. A short tutorial on how to set up a Docker environment on a Linux-based system 
can be found in the following subsections. There are Windows and Mac-based Docker-
Environments downloadable as setups. 

3.1 Docker Introduction 

Docker is a virtualisation platform, which allows the user to run lightweight containers with 
any software component. These containers wrap a complete filesystem, which can be 
customised by the user as with any other system. As the containers are not bound to the 
hardware, relocation, testing, and later scaling of the software components is much easier. 

3.2 Docker Installation 

It is expected that most of ZDMP components are available as a Docker image so setting 
up a Docker environment is necessary. The following commands are required to set up the 
Docker Engine on Ubuntu 18.04: 

1. sudo apt-get update 
2. sudo apt-get install apt-transport-https ca-certificates 
3. sudo apt-key adv --keyserver hkp://p80.pool.sks-keyservers.net:80 --recv-keys 

58118E89F3A912897C070ADBF76221572C52609D 
4. echo "deb https://apt.dockerproject.org/repo ubuntu-trusty main" | sudo tee 

/etc/apt/sources.list.d/docker.list 
5. sudo apt-get update 
6. sudo apt-cache policy docker-engine 
7. sudo apt-get install docker-engine=1.12.1-0~trusty 
8. sudo apt-mark hold docker-engine 

Documentation on the further use of Docker is available at https://docs.docker.com/. 

3.3 Docker in ZDMP 

Docker has many advantages to be used as containerisation technology: 

• It enables to build a container image and use that same image across every step of 
the deployment process 

• Docker manages to reduce deployment to seconds 

• Docker containers are configured to maintain all configurations and dependencies 
internally 

• Docker can be used in any OS and in a multi-cloud platform 

• Docker makes sure each container has its own resources that are isolated from other 
containers 

• From a security point of view, Docker ensures that applications that are running on 
containers are completely segregated and isolated from each other, granting 
complete control over traffic flow and management 

In ZDMP, Docker will be the preferred solution to create, deploy and deliver any 
component or application, being delivered as containers. 

http://www.zdmp.eu/
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4 Software Quality Assurance 

Software Quality Assurance is the set of mechanisms to assure the quality of the software 
along with the different software engineering processes with the aim to prevent mistakes 
or defects before delivering software to the customer. Software Quality Assurance 
practices spread through the whole software development process, including the 
requirement definition, the software design, coding, source code control, code reviews, 
software configuration management, testing, release management, and product 
integration.  

This deliverable emphasises the support for technical WPs 5-8 and also WP9-10 and 
takes into account that the software requirements gathering (D4.1), high-level architectural 
definition (D4.3), functional specification (D4.4), along with the design of user interfaces 
(D4.2) are conducted in parallel to the definition of this document. Thus, the main aspects 
covered on those WPs are the software technical design (set of technologies and specific 
architectures chosen for developing a component), coding, source code control, code 
reviews, and finally the testing and release management phases. 

The ZDMP approach is based on the concepts covered by the SWEBOK Guide. SWEBOK 
is an international standard (ISO/IEC TR 19759:2005) specifying a guide to the generally 
accepted Software Engineering Body of Knowledge. A copy of the full guide was retrieved 
on June 26th 2019, and was made available to all participants in ZDMP in the shared 
document repository ownCloud in the reference information folder. SWEBOK v3 covers 15 
knowledge areas (KAs), for example: Software quality, covering software quality 
fundamentals, software quality management process and practical considerations on 
software quality. According to SWEBOOK v3, the Software Quality Assurance is the set of 
activities that assess the software processes to provide evidence that they are appropriate 
to produce the intended software. These set of activities are embedded in the software 
design and construction phases. The following subsections describe the set of tools and 
techniques that are implemented in each of these two phases. 

4.1 Software Design Quality Analysis and Evaluation 

This section describes the quality analysis and evaluation topics specifically designed to 
evaluate their maintainability, portability, testability, usability, correctness, and robustness 
of the design of ZDMP. According to SWEBOK, Software Quality Analysis and Evaluation 
Techniques can be classified into: 

• Software Design Review: Informal reviews to determine the quality of the artefacts 

• Static Analysis: Semiformal static (non-executable) analysis of artefacts’ design 

• Simulation and Prototyping: These are dynamic techniques to evaluate a design. 
Some specific components provide simulation features to allow other developers to 
test interactions in design time to ensure that the design is correct in terms of 
interoperability. For instance, Data Acquisition should allow the simulation of a 
connection to physical devices. 

 

In ZDMP, the design of the different components will be reviewed by the architecture 
leader (ICE) each 6 months to guarantee that the definitions are consistent with the 

architecture design (D4.3), the functional specification (D4.4), and the technical 
specification (D4.5), and putting an emphasis on its completeness, consistency, and 

correctness. 
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In addition, component leaders will agree on the static analysis to be carried out in case 
of need, as well as the simulation and prototyping activities to evaluate the design, as 
these will strongly depend on the component, prior to the start of any development or 

integration. 

 

4.2 Software Construction Quality  

Software Construction Quality consists of the evaluation of the quality in the software 
construction phase where software code is actively generated. Quality problems 
introduced in the construction phase could have a significant impact, such as in the case 
of security vulnerabilities. 

Some of the techniques to evaluate the quality of code are: 

• Static Analysis Techniques: Through software documentation and code analysis. 
From the range of techniques available, automatic code inspection is one of the most 
relevant. 

• Debugging: Code debugging integrated into IDEs is used by developers 

• Software Testing: For example, unit testing and integration testing 

• Technical Reviews: Evaluation of the software product by a team of qualified 
personnel to determine its suitability 

4.2.1 Static Analysis Techniques 

The Static Analysis Techniques are split into Software Code Inspection (Section 4.2.1.1) 
and Complexity Analysis (Section 4.2.1.2) to measure the degree of reusability and 
innovation. 

 Software Code Inspection 

Continuous Software Code Inspection is a static analysis technique for evaluating the code 
against a set of criteria. The main objective of code inspection is the detection of defects 
and improvements according to the comparison of the current software code with best 
practices principles on software development such as variable name overwriting or 
software layer decoupling. 

Code inspection can be performed either manually, by another developer through 
technical reviews, or performed automatically by software tools such as Sonar19 or 
Moose20. 

Sonar is an open-source platform for continuous inspection of code quality to perform 
automatic reviews with static analysis of code. It is a well-known tool for several ZDMP 
partners (ITI, ASC, UPV etc.) and it can be integrated into GitLab, so it is the preferred 
option. The automation of code inspection allows the application of a wide range of rules in 
seconds. 

Additionally, code inspection can perform the evaluation of other metrics such as software 
complexity. However, the code complexity has other implications within ZDMP and for this 
reason, is treated separately in the next section. 

 
19 https://www.sonarqube.org/  
20 http://moosetechnology.org/  
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In ZDMP, Sonar will be used and integrated with GitLab to provide code analysis. 
Rationale of this decision and details on the kind of analysis that will be carried out will 

be detailed in the following subsections. 

 

 Complexity Analysis 

In the context of ZDMP, Complexity Analysis is a form of analysis valuable to measure the 
degree of reusability of previous research projects and to measure the degree of 
innovation on a component base. The simplest metric to evaluate code complexity is just 
to count the number of lines of code, although this is only an indicator but not a proof of 
complex or simple code. However, there are several other metrics to measure software 
complexity, such as: 

• Cyclomatic Complexity: Based on the volume of conditional logic in the code (if, 
while, for, switch-case etc), its principle is that the more conditional logic is present in 
the code, the more complex it is to understand it. However, it does not consider 
criteria such as a number of dependencies with other modules or libraries. It is then 
necessary to complement this with coupling and cohesion measures. 

• Class Coupling: Number of dependencies of a class with other classes 

• Halstead Volume: Measures the “amount of information” – for example how many 
variables are used and how often they are used in the code 

• Maintainability Index: An overall score of how maintainable a program is. It is based 
on the Halstead Volume, the Cyclomatic complexity, and the lines of code according 
to a given formula. The higher the resulting percentage, the more maintainable the 
code. 

 

In ZDMP, these techniques will be combined with subjective evaluations based on the 
feedback provided by developers who can rank the complexity of the different artefacts 

in a given scale. 

 

4.2.2 Software Testing 

Software testing is the process of testing and evaluating the software using one or more 
testing methods. The goal of software testing is to check if the software fulfils existing 
requirements and to measure the software quality. Tests can be conducted manually or 
automatically by software or by humans. To guarantee a high software quality level in the 
ZDMP project the following test methods are planned: 

• Unit Tests: For each ZDMP component unit tests should be provided, if feasible. 
Unit tests are software code that evaluates the functionality of contained blocks of 
code within components. 

• Integration Tests: To evaluate the interaction between different ZDMP components, 
integration tests should be provided. This enables the evaluation of the ZDMP 
platform on a system-wide level. 

• System Tests: Testing the integration of systems and packages; testing interfaces to 
external organisations 

As it was mentioned above (see Section 4.2.1.1), Sonar will be used in this respect. In 
general, code analysis tools extract software metrics and detect duplicated code, coding 
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standard violations, unit tests, code coverage, complex code, and potential bugs. These 
properties help developers to produce high-quality code and to maintain a certain 
programming style to make it easier to maintain code afterwards. Of course, this also 
includes code documentation to easier understand functionalities. This can be particularly 
important in ZDMP to ensure the subcall partners also understand, for example, the 
interfaces. 

 

In ZDMP, unit tests will be performed automatically (integrated into GitLab) when a build 
is triggered so that developers can react fast on any issue arising. Component or zApp 

responsible partners will provide the unit tests. 

Integration tests will be automated and, if possible, executed during the building stage. 
Otherwise, they will be carried out preferably as part of the physical integration meetings 
(Section 1.2). The integration tests should be provided by the WP Leader in cooperation 

with the different components/zApps leaders. 

Finally, systems tests will be part of the activities of WP9 and WP10 and will be detailed 
in a later stage of the project. 
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5 ZDMP Methodology In practice 

5.1 Technical Management 

The technical management activity and deliverables are specified to be within Tasks T1.4 
and T1.5 as follows: 

T1.4 Technical Management: Leadership and Technical 
Reporting 

ITI M4-36 

D1.14abc Technical Management: Overview Report R PU 18, (24), 30, (36), (42) 
48 

RDI3, 5, 8 

D1.4.2abc Technical Management: WP5 Report R PU 18, (24), 30, (36), (42) 
48 

RDI3, 5, 8 

D1.4.3abc Technical Management: WP6 Report R PU 18, (24), 30, (36), (42) 
48 

RDI3, 5, 8 

D1.4.4abc Technical Management: WP7 Report R PU 18, (24), 30, (36), (42) 
48 

RDI3, 5, 8 

D1.4.5abc Technical Management: WP8 Report R PU 18, (24), 30, (36), (42) 
48 

RDI3, 5, 8 

 

T1.5 Technical Management: DevOps 
Setup and Software Quality Control 

ITI/ASC M7-48 

D1.5.1 Methodology Document R PU 9 RDI2 
D1.5.2 Infrastructure Establishment Other N/A 15, Reporting via D1.4 

Series 
RDI3 

D1.5.3 (Activity) Quality Monitoring and Control N/A - Activity N/A via D1.4 Series N/A 

 
In terms of the deliverables: 

• Methodology Document (D1.5.1): ie This entire document enhanced also by T4.5 
Technical Specification Document/on-line API specification; including: 

• Software development methodology: See section 1 

• Source code management and integration: See section 2 

• Infrastructure (D1.5.2): A central dedicated server for Continuous Integration (CI) 
will be set up and configured exclusively for ZDMP and available to all WPs as 
defined in the DOA. Primarily this means: RDI WPs 5-8, Pilot WPs 9-10, 
Experimentation WP11, Subcall WP12. It should be noted that the latter also implies 
the infrastructure basic support will be available, where necessary, to subcall 
partners. The CI applications will be installed, managed, and kept updated by project 
partner ASC. The initial set up will include the availability and use of Git, Gitlab, 
Swagger, Slate and Sonar via Docker. In addition, as a security mechanism, daily 
backups will be provided, so in case of any incident, it will be possible to come back 
to a previous state 

• Quality monitoring (D1.5.3): See section 4 

5.2 Role of Technical Manager 

ITI will have the role of Technical Manager (TM). The responsibility and duties of this role 
are defined in the grant agreement and consortium agreement and at a high level are as 
follows. 

The TM reports to the Project Coordinator and Project Manager (PM), and is a managerial 
role that has the RTD responsibility in the project along with the Project Manager. They will 

http://www.zdmp.eu/


Zero Defects Manufacturing Platform – www.zdmp.eu 

 

 
D1.5.1: Methodology Document - Vs: 1.0.1 - Public 21 / 23 

provide support to the PM for technical management and will be responsible for the long-
term technical strategy and the technical quality of results. PM and TM will supervise the 
integration and harmonisation of the technical deliverable documents before submission to 
the Commission. 

Overall, the TM will ensure that the methodology described in this document is followed 
together with the PM to ensure the technical quality of the results. Operationally the TM 
will organise and lead regular meetings with lead developers (ZDMP components) and 
product owners (zApps). They will also be involved in other technical matters such as: 
Ensure the infrastructure is set it up (expected around M12) and maintaining it, technical 
matters on the Experimentation/Subcall WPs – See also below. This does not mean they 
necessary resolve issues, but they are responsible for organising their resolution where 
possible.  

The meetings mentioned above will focus on the status revision of each ZDMP 
component/zApp and discussions on any issues regarding the technical development. If a 
major technical issue is detected this will be escalated to PM and both TM and PM will 
make a final proposal to solve the issue. 

In addition, TM will lead the technical management documents (D1.4.x series) with the 
support of the technical leads (WPs 5-8), starting M18. 

Last but not least, TM will closely monitor the developments carried out in technical WPs 
(from 5 to 8), and especially the deliverables produced. 

5.3 Access to Subcalls 

ZDMP plans to add new parties to the project thanks to subcalls. In short, the idea behind 
is that new parties (especially SMEs) are involved in the project by eg. using the ZDMP 
platform or developing new zApps, bringing new added value success cases to the project 
and paving the way to further exploitation opportunities. 

The parties entering in the project as part of the subcalls will have the same rights and 
obligations as the rest of the consortium in terms of software development and integration. 

This means ZDMP will offer them the infrastructure described in this document, all the CI 
tools and applications will be available at no cost (Git, Gitlab, Swagger, Slate and Sonar) 
as far as they are needed for the activities approved in the subcalls. This mean they can 
act as eg. product owner of a new zApp and use Sonar to check the quality of the source 
code without restriction. 

They will also have access to the shared repositories and resources of the project and will 
get free use of the components offered during the project (with the restrictions stated in the 
Consortium Agreement). 

New parties entering in the subcalls will have limited technical support (as ZDMP 
resources are limited), meaning that they will receive some advices on how to run or 
configure tools, but far from being a 24/7 help desk. Furthermore, no tutorials of the tools 
will be made available or customisation of tools (adding new features). Main partners to 
provide this support will be ASC (as they are hosting and managing the infrastructure) and 
ITI (as responsible for the overall technical management and development and integration 
methodology) but all technical partners will be involved. 

The ZDMP consortium will make subcall partners clear that they will have to follow the 
methodological procedures established in this document, and furthermore, the 
infrastructure will be used only for the activities approved in the subcall. In that sense, a 
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document describing the rights and obligations of these parties will be created in WP12 as 
part of the information pack but provided by WP1 (Technical Activity) and of course other 
relevant technical WPs. The subcall partners adhere to it to make use of project resources. 
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6 Conclusions 

This deliverable has defined the methodologies and setup of technologies to be used 
during the development work of the project. 

An analysis of the different software development approach has been carried out and a 
hybrid approach (a mixture of Waterfall and Agile) continues to be selected as the 
most appropriate for ZDMP. 

Small development/integration teams will be formed around ZDMP components and 
zApps, expected to work closely with industry users. 

Furthermore, the following different software technologies have been chosen to simplify 
the development in the context of source code management, integration, and deployment: 

• GitLab (DevOps Tool): As a decentralised version control system. It has many 
different applications that can be used in the course of the project. A repository to 
host all development relevant files, issue tracking to plan activities and manage 
milestones, continuous integration system, including automatically tests, and many 
features that have been discussed in the deliverable and found beneficial for ZDMP. 

• Swagger and Slate: As design, development, and documentation tools for the 
ZDMP API endpoint definitions 

• Docker: As the central deployment system for containerised virtualisation, which 
offers many advantages as discussed in Section 3 

Additional mechanisms for software quality have been created. The architecture leader will 
perform regular reviews to design documentation to check that all software elements are 
aligned with the ZDMP high-level architecture view. 

Analysis techniques will be carried out, some of them performed automatically (eg setting 
up Sonar) and others will be completely manual techniques (eg debugging or software 
testing by users). 

Unit tests for each component/zApp to check code quality, and mechanisms to carry out 
integration tests and unit tests have also been defined. 

This report contains the first step towards setting up a common infrastructure to work 
efficiently in ZDMP. Contents will be revised and refined as part of “T1.5.3 Quality 
Monitoring and Control” and “T4.5 Technical Specification”. 
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